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In case of technical questions

Please contact

Jochen Stark
jstaerk(@usegroup.de
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or

Martin Wachtveitl
mwachtveitl@usegroup.de

Server access

User access to the web interface is possible via https://api.usegroup.de/. Terms of service are listed
in the chapter Terms of service on page 33.

To register please access https://api.usegroup.de:9443/devportal/services/configs
and click "Create Account” link on the bottom left. Select a username, "Proceed to self register",

enter the rest of the data and have your email verified.
Afterwards you can login on https://api.usegroup.de/devportal/ .

You will need it your username in order to log in and in case you want to reset your password, both
are not possible using your email address. In case you forgot your username feel free to inquire at
info@mustangproject.org using the email address you are requesting the username for. This
username does not have anything to do with optional username parameters mentioned below.

After being logged in you need to register your interest, i.e. ,,subscribe* to the APIs you require.

If you select the desired Mustangserver version and click on the blue "try out" button (not the link
in the navigation) on the next page you should be able to click a "get test key" button.
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e.g. when you open the "ping" operation and click "try it out" and "execute" you should get a
"pong" response.

You can always change your password on https://api.usegroup.de/devportal/settings/change-
password/

There is a optional ,,username* field for all operations: Please ignore it. It serves as a placeholder
where the API management transmits your username, if it were set by any application the value
would be overwritten anyway.

Authentication

OAuth2

First of all you will have to subscribe to the API. You can manage your subscriptions in the left
navigation of the devportal but it’s often easiest to subscribe via overview|try out, which also allows
you to try it.

Then you will have to enable client credentials in the applications tab,
https://api.usegroup.de:9443/devportal/applications Default Application, Oauth2 tokens. The
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procedure is described more detailled in the PHP Client chapter ,,Allowing Client Credentials“ on
page 16 but is generic to all examples and does not apply for PHP only.

Please note that most clients will use the Mustangserver version which had been selected in the
backend when downloading the OpenAPI definition. Feel free to replace
/mustang/<version>/mustang by as described in Endpoint for most-recent API versions on page 5.

Api Key

In the applications tab, https://api.usegroup.de:9443/devportal/applications select Default
Application, Oauth?2 tokens, Production Keys, API Key. Select according restrictions if required,

click Generate Key, select lifetime and click generate. Copy&safely store the generated key.

<~ @) ) (5]  https://api.usegroup.de:9443/devportal/applications/eSca7 ceb-5a8f-47fc-af65-462dc72f9034/productionkeys/apikey Ay & A4 ] 1

Generate APl Key

API Key with infinite validity period

'GENERATE CLOSE

An API key can be used e.g. within Bruno (pp 27ff)
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i@ bruna
Collection Edit View Window Help

@ bruno sss [ Mustangserver

3 Collections T eI ERIE - O

Q GET = https://gw.usegroup.de:8243/mustang/mustang/ping
Mustangserver Headers 1

mustang-controller

POST Visualisation... Name Value
POST i . !
Q- Head=a Bact apikey <paste here> T
POST Invoice class...
POST Extracts XM... + Add Header

POST Combine PD...
POST Converts a U...

GET Healthcheck...

Within PHP you also might pass just as additional header attribute making your source code look
like

<?php
require once( DIR _ . '/vendor/autoload.php');

Sapikey="<your key>";
Sconfig = Swagger\Client\Configuration::getDefaultConfiguration();
Sgc=new GuzzleHttp\Client (['headers' => ['apikey' => S$Sapikey]l]);

SapiInstance = new Swagger\Client\Api\MustangControllerApi (
$gc,
Sconfig

) i

try {
Sresult = S$apilnstance->ping();
print r(Sresult);
} catch (Exception $e) {
http_response code (500);
echo 'Exception when calling ErrorControllerApi->handle: ', Se->getMessage(), PHP EOL;

Endpoint for most-recent API versions

If you leave out the version number in the request to the gateway you will always be using the latest
recommended (usually the latest) version. In that case e.g. your ,,ping“ endpoint changes from

https://gw.usegroup.de:8243/mustang/1.0.0/mustang/ping to
https://gw.usegroup.de:8243/mustang/mustang/ping .

New versions may be retired as soon as six month after release of the successor. It is possible to
always use the latest (more precisely: recommended) version by removing the version from the
endpoint. This is an example of the validate endpoint:
- "https://ew.usegroup.de:8243/mustang/vA.5.0/mustang/validate”,
+ "https://ew.usegroup.de:8243/mustang/mustang/validate”,
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Errors and Exceptions

In case of an exception Mustangserver will return a http status code of 400 and the message of the
Exception will be returned in the ,,message” field of the according JSON.

{

"requestUrl": "http://127.0.0.1:8000/mustang/combineXML",

"httpCode": ,

"errorCode": "MSE1000:Unbekannte Fehler wahrend der Request Ausfiihrung!",
"message”: "File is not a valid PDF/A-1 input file"

}

Mediation, Transformation and Orchestration

The http://api.usegroup.de/ uses WSO? as API management which in turn uses Apache Synapse
(https://synapse.apache.org/) for mediation/transformation/orchestration. This means that mediation
and orchestration can be developed e.g. in WSO?*s Integration Studio
(https://wso2.com/integration/integration-studio/) and uploaded as XML file. Apart from acting as a
load balancer and central authentication this allow to

* override certain states in the process, e.g. implement a timeout after a certain number of
seconds

* invoke a chain of operations in only one virtual endpoint, e.g. conversion from plain PDF,
parallely converting invoice data to XML, merging PDF/A and XML and validation thereof
and/or

* map any custom specific input- or output parameter to the values used by Mustangserver
internally

Classes

Mustangserver has two important main classes, invoice and calculatedInvoice. Invoice contains
tradeparty classes for recipients and senders and item classes which in turn contain instances of
product classes.

The diffrence between invoice and calculatedInvoice is that the latter contains (redundant, because
calculatable) properties like grandTotal. These attributes are provide for courtesy when reading
invoices but are not required when wrinting. However, if they are present when writing (e.g.
combine or invoice2XML) they will raise an error if the invoice calculation does not match. This
can be useful when a PDF file has been generated with another process and the Factur-X-XML is
supposed to have the same values, in which case the PDF values can be provided because an error
would be more helpful than a silently incorrect Factur-X file because the PDF has been calculated
incorrectly, or uses features not yet available in Mustangserver.
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Operations/Endpoints

Mustangserver’s available operations are

Ping
Just a test, always just returns ,,pong“. The only operation acessible via HTTP GET, the rest
is POST.

Validate

validate: Validate a Factur-X/ZUGFeRD or XRechnung CII or Order-X-CIO File using
Mustang’s validator. Requires a file and returns a XML report. The format to be validated
against will be read from it’s guideline ID.

Phive

Validate a CII or UBL file using https://github.com/phax/phive . Requires a file and returns
JSON.

The available 173 format/standard/version-combinations (VES IDs) are

de.xrechnung:cii:1.2.0
de.xrechnung:cii:1.2.1
de.xrechnung:cii:1.2.2
de.xrechnung:cii:2.0.0
de.xrechnung:cii:2.0.1
de.xrechnung:cii:2.1.1
de.xrechnung:cii:2.2.0
de.xrechnung:cii:2.3.1
de.xrechnung:cii:3.0.0
de.xrechnung:cii:3.0.1
de.xrechnung:cii:3.0.2
de.xrechnung:ubl-creditnote:1.2.0
de.xrechnung:ubl-creditnote:1.2.1
de.xrechnung:ubl-creditnote:1.2.2
de.xrechnung:ubl-creditnote:2.0.0
de.xrechnung:ubl-creditnote:2.0.1
de.xrechnung:ubl-creditnote:2.1.1
de.xrechnung:ubl-creditnote:2.2.0
de.xrechnung:ubl-creditnote:2.3.1
de.xrechnung:ubl-creditnote:3.0.0
de.xrechnung:ubl-creditnote:3.0.1
de.xrechnung:ubl-creditnote:3.0.2
de.xrechnung:ubl-invoice:1.2.0
de.xrechnung:ubl-invoice:1.2.1
de.xrechnung:ubl-invoice:1.2.2
de.xrechnung:ubl-invoice:2.0.0
de.xrechnung:ubl-invoice:2.0.1

de.xrechnung:ubl-invoice:2.1.1
de.xrechnung:ubl-invoice:2.2.0
de.xrechnung:ubl-invoice:2.3.1
de.xrechnung:ubl-invoice:3.0.0
de.xrechnung:ubl-invoice:3.0.1
de.xrechnung:ubl-invoice:3.0.2
es.gob:facturae:3.0.0
es.gob:facturae:3.1.0
es.gob:facturae:3.2.0
es.gob:facturae:3.2.1
es.gob:facturae:3.2.2
eu.cen.en16931:cii:1.0.0
eu.cen.en16931:cii:1.1.0
eu.cen.en16931:cii:1.2.0
eu.cen.en16931:cii:1.2.1
eu.cen.en16931:cii:1.2.3
eu.cen.en16931:cii:1.3.0
eu.cen.en16931:cii:1.3.1
eu.cen.en16931:cii:1.3.10
eu.cen.en16931:cii:1.3.11
eu.cen.en16931:cii:1.3.12
eu.cen.en16931:cii:1.3.2
eu.cen.en16931:cii:1.3.3
eu.cen.en16931:cii:1.3.4
eu.cen.en16931:cii:1.3.5
eu.cen.en16931:cii:1.3.6

eu.cen.en16931:cii:1.3.6; qualifier=a
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eu.cen.en16931:cii:1.3.7
eu.cen.en16931:cii:1.3.8
eu.cen.en16931:cii:1.3.9
eu.cen.en16931:ubl-creditnote:1.0.0
eu.cen.en16931:ubl-creditnote:1.1.0
eu.cen.en16931:ubl-creditnote:1.2.0
eu.cen.en16931:ubl-creditnote:1.2.1
eu.cen.en16931:ubl-creditnote:1.2.3
eu.cen.en16931:ubl-creditnote:1.3.0
eu.cen.en16931:ubl-creditnote:1.3.1
eu.cen.en16931:ubl-creditnote:1.3.10
eu.cen.en16931:ubl-creditnote:1.3.11
eu.cen.en16931:ubl-creditnote:1.3.12
eu.cen.en16931:ubl-creditnote:1.3.2
eu.cen.en16931:ubl-creditnote:1.3.3
eu.cen.en16931:ubl-creditnote:1.3.4
eu.cen.en16931:ubl-creditnote:1.3.5
eu.cen.en16931:ubl-creditnote:1.3.6

eu.cen.en16931:ubl-creditnote:1.3.6; qualifier=a

eu.cen.en16931:ubl-creditnote:1.3.7
eu.cen.en16931:ubl-creditnote:1.3.8
eu.cen.en16931:ubl-creditnote:1.3.9
eu.cen.en16931:ubl:1.0.0
eu.cen.en16931:ubl:1.1.0
eu.cen.en16931:ubl:1.2.0
eu.cen.en16931:ubl:1.2.1
eu.cen.en16931:ubl:1.2.3
eu.cen.en16931:ubl:1.3.0
eu.cen.en16931:ubl:1.3.1
eu.cen.en16931:ubl:1.3.10
eu.cen.en16931:ubl:1.3.11
eu.cen.en16931:ubl:1.3.12
eu.cen.en16931:ubl:1.3.2
eu.cen.en16931:ubl:1.3.3
eu.cen.en16931:ubl:1.3.4
eu.cen.en16931:ubl:1.3.5
eu.cen.en16931:ubl:1.3.6
eu.cen.en16931:ubl:1.3.6; qualifier=a
eu.cen.en16931:ubl:1.3.7
eu.cen.en16931:ubl:1.3.8
eu.cen.en16931:ubl:1.3.9

eu.peppol.bis3.aunz.ubl:creditnote-self-

billing:1.0.10

eu.peppol.bis3.aunz.ubl:creditnote-self-

billing:1.0.11

eu.peppol.bis3.aunz.ubl:creditnote-self-

billing:1.0.9

eu.peppol.bis3.aunz.ubl:creditnote:1.0.10
eu.peppol.bis3.aunz.ubl:creditnote:1.0.11
eu.peppol.bis3.aunz.ubl:creditnote:1.0.9

eu.peppol.bis3.aunz.ubl:invoice-self-
billing:1.0.10
eu.peppol.bis3.aunz.ubl:invoice-self-
billing:1.0.11
eu.peppol.bis3.aunz.ubl:invoice-self-
billing:1.0.9
eu.peppol.bis3.aunz.ubl:invoice:1.0.10
eu.peppol.bis3.aunz.ubl:invoice:1.0.11
eu.peppol.bis3.aunz.ubl:invoice:1.0.9
eu.peppol.bis3.sg.ubl:creditnote:2023.12.0
eu.peppol.bis3.sg.ubl:creditnote:2023.7.0
eu.peppol.bis3.sg.ubl:invoice:2023.12.0
eu.peppol.bis3.sg.ubl:invoice:2023.7.0
eu.peppol.bis3:catalogue-response:2023.11.0
eu.peppol.bis3:catalogue-response:2023.5.0
eu.peppol.bis3:catalogue-response:2024.5.0
eu.peppol.bis3:catalogue:2023.11.0
eu.peppol.bis3:catalogue:2023.5.0
eu.peppol.bis3:catalogue:2024.5.0
eu.peppol.bis3:creditnote:2023.11.0
eu.peppol.bis3:creditnote:2023.5.0
eu.peppol.bis3:creditnote:2024.5.0
eu.peppol.bis3:despatch-advice:2023.11.0
eu.peppol.bis3:despatch-advice:2023.5.0
eu.peppol.bis3:despatch-advice:2024.5.0
eu.peppol.bis3:invoice-message-
response:2023.11.0
eu.peppol.bis3:invoice-message-
response:2023.5.0
eu.peppol.bis3:invoice-message-
response:2024.5.0
eu.peppol.bis3:invoice:2023.11.0
eu.peppol.bis3:invoice:2023.5.0
eu.peppol.bis3:invoice:2024.5.0
eu.peppol.bis3:mlr:2023.11.0
eu.peppol.bis3:mlr:2023.5.0
eu.peppol.bis3:mlr:2024.5.0
eu.peppol.bis3:order-agreement:2023.11.0
eu.peppol.bis3:order-agreement:2023.5.0
eu.peppol.bis3:order-agreement:2024.5.0
eu.peppol.bis3:order-cancellation:2023.11.0
eu.peppol.bis3:order-cancellation:2023.5.0
eu.peppol.bis3:order-cancellation:2024.5.0
eu.peppol.bis3:order-change:2023.11.0
eu.peppol.bis3:order-change:2023.5.0
eu.peppol.bis3:order-change:2024.5.0
eu.peppol.bis3:order-response-
advanced:2023.11.0
eu.peppol.bis3:order-response-
advanced:2023.5.0
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eu.peppol.bis3:order-response:2023.11.0

eu.peppol.bis3:order-response:2023.5.0
eu.peppol.bis3:order-response:2024.5.0
eu.peppol.bis3:order:2023.11.0
eu.peppol.bis3:order:2023.5.0
eu.peppol.bis3:order:2024.5.0
eu.peppol.bis3:punch-out:2023.11.0
eu.peppol.bis3:punch-out:2023.5.0
eu.peppol.bis3:punch-out:2024.5.0
eu.peppol.directory:businesscard:1.0.0
eu.peppol.directory:businesscard:2.0.0
eu.peppol.directory:businesscard:3.0.0
eu.peppol.reporting:eusr:1.1.4
eu.peppol.reporting:eusr:1.1.5

pdf

eu.peppol.reporting:tsr:1.0.4
eu.peppol.reporting:tsr:1.0.5
it.fatturapa:invoice:1.2.0
it.fatturapa:invoice:1.2.1
it.fatturapa:invoice:1.2.2
org.peppol.jp.pint:credit-note:0.1.2
org.peppol.jp.pint:invoice:0.1.2
org.peppol.pint.my:creditnote-self-billing:1.0.0
org.peppol.pint.my:creditnote:1.0.0
org.peppol.pint.my:invoice-self-billing:1.0.0
org.peppol.pint.my:invoice:1.0.0
org.peppol.pint:credit-note:1.0.0
org.peppol.pint:credit-note:1.0.1
org.peppol.pint:invoice:1.0.0
org.peppol.pint:invoice:1.0.1

(in the Mustangserver-docs API) Create a PDF/A file from any input PDF. Requires a PDF
file (plain PDF, PDF A/1, PDF/A-3 or PDF/X) and a integer PDFAVersion. This operation
will remove all non-PDF/A features as well as any embedded files, including potentially
available Factur-X/ZUGFeRD files, and embed only available fonts. PDFAVersion should be
1, 2 or 3 for PDF/A-1, PDF/A-2 or PDF/A-3 respectively.

parse

Read a Factur-X/ZUGFeRD/XRechnung and create a JSON representation. Requires a

Factur-X , Order-X or XRechnung-file.

The object will look as follows:
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name (BT-27): "Bei Spiel GmbH"
2ip (BT-38): "12345"

street (BT-35): "Ecke 12"
location (BT-37): "Stadthausen"
country (BT-40): "DE"

tax1D:
vatID (BT-31): "DE136695976"
additionaladdress:
additionalAddressExtension:
contact:
globalIp:
legalorganisation:
documentName : globalIDScheme:
s e aie uriUniversalCommunicationID:

number (BT-1): "RE-20201121/508"
referenceNumber (BT-10): "AB321"
shipToOrganisationID:
shipToorganisationName:
shipTostreet:

shipTozIp:

shipToLocation:

shipToCountr
buyerOrderReferencedDocumentID:
invoiceReferencedDocument I,
buyerOrderReferencedDocunentIssueDateTime
currency (BT-5): "EUR"
paymentTernbescription:

issueDate (BT-2

sender

uriUniversalCommunicationIDScheme:

name (BT-44): "Theodor Est”
88

zip (BT-53):
street (BT-50): "Bahnstr. 42"
location (BT-52): "Spielkreis"
country (BT-55): "DE"

dueDate (BT-9): "2020-12-11T23:00:00.000+00:0 taxID:

deliveryDate: "2020-11-09T23:00:00.000+00:00" vatin:

deliveryAddress: additionalAddress:

notes: additionalAddressExtension:

sellerOrderReferencedDocumentID:
contractReferencedDocument :

recipient

()

@

contact:
global1o:

totalPrepaidAmount : legalOrganisation:
paymentTerns: globalIbscheme:
uriUniversalComnunicationID:

specifiedProcuringProjectID: vatid:
specifiedProcuringProjecthame: uriUniversalComnunicationIDScheme:
despatchadviceReferencedDocunent ID: id:
grandTotal (BT-115): 571.04 asTradesettlenent:

email

valid: false
vatdueDateTypeCode:
tradeSettlement:
detailedDeliveryPeriodFrom:
detailedDeliveryPeriodTo:

additionalReferencedbocunents:
notesWithSubjectCode: price (BT-146): 160
2fallowances: quantity (BT-129): 1
2fcharges: ) taxs unit (BT-150): "HUR"
2flogisticsServiceCharges: grossPrice: e e
subjectNote: LineTotalAmount s Lt
description:
tradeSettlenentPayment: basisQuantity: 1
: : sellerAssignedId:
detailedDeliveryPeriodFron:
: buyerAssignedID:
detailedDeliveryPeriodTo:
d roduct (1) Bou;
id:
2 globalIbSchene:
notes:
vatpercent: 7
referenceddocunents: : ;
: intraConmunitySupply: false
itemAllowances:
: reverseCharge: false
itenCharges:
taxCategoryCode: *S"
buyerOrderReferenceddocunentLineID: e
additionalReferencedDocunentID: s
itenTotalAllowances:
value: 160
price (BT-146): 0.79
quantity (BT-129): 400
tax: >
unit (BT-150): "H87"
grossPrice:
. nane (BT-153): "Ballons”
UineTotalAmount :
description: "*
basisQuantity: 1
: sellerAssignedI:
detailedDeliveryPeriodFron:
: buyerAssignedI
detailedDeliveryPeriodTo:
; globalIn:
zfitems  (3) e product (1)
globalIDSchene:
notes:
vatpercent: 19
referenceddocuments: " .
3 intraConmunitySupply: false
itemAllowances:
: reverseCharge: false
itenCharges:
taxCategoryCode: "S"
buyerOrderReferenceddocumentLineID: :
taxExemptionReason:
additionalReferencedDocumentID:
itenTotalAllowances:
value: 0.79
price (BT-146): 0.625
quantity (BT-129): 800
il unit (BT-150): "LTR"
rossPrice:
il nane (BT-153); ot air ,heie Luft* (Litres)®
basisQuantity: 1 e
EY sellerAssignedID:
detailedDeliveryPeriodFron:
: buyerAssignedI
detaileddeliveryPeriodTo:
a roduct (1) | @ SlotattD:
id: =
B globalIbSchene:
notes:
vatpercent: 19
referenceddocunents:
: intraConmunitySupply: false
itemAllowances:
! reverseCharge: false
itenCharges:
taxCategoryCode: "S"
buyerOrderReferenceddocunentLineID: S
additionalReferencedocunentID: e e
itenTotalAllowances:
value: 0.025

Schaubild 1: Sample read invoice JSON structure

Will return a calculatedInvoice, i.e. a grandTotal will be available. If it is set when writing
(invoice2XML and combinelnvoice), it will be compared vis a vis the calculated items and an
exception will be thrown if the values do not match. In particular when writing a Factur-X PDF this
should be used to ensure the machine readable XML-values match the human readable PDF values.
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Invoice2xml

Convert a Factur-X/ZUGFeRD/XRechnung JSON representation to XML. Requires a input
JSON string, a format (ZUGFeRD = zf, XRechnung = xr, Factur-X = fx or Order-X=0x), a
version (usually 2 for ZUGFeRD and 1 for Factur-X) and a profile
("MINIMUM","BASICWL","BASIC","EN16931","EXTENDED" or "XRECHNUNG"

for Factur-X, for ZUGFeRD 1 "BASIC","COMFORT" or "EXTENDED"). For XRechnung
only "XRECHNUNG".

Extract
Extracts just the XML (not as JSON like parse) from a Factur-X/ZUGFeRD/Order-X file.

detach

Parameter: file

Extracts all file attachments from the PDF (including e.g. a factur-x.xml) and the XML, if
the invoice has attachments, and returns a JSON structure with base64-encoded contents like
this:

{

"pdf": [1,

"xml": [{"aFileA.png":"iVBORwWOKGgoAAAANSUhEUgAAAAGAAACICAQAAADIUnarAAAABGABTUEAALGPC/
xhBQAAACBjSFINAAB6JGAAGIQAAPOAAACAGAAAATARAOPGARAAGMAAAF3CCculESAAAAAMILROQA/
4ePzL8AAAAJCEhZcwAACXMAAASTAQCanBgAAAAHAEINRQfkAQIXGQO0qsHIfARARCOLIEQVRIX+3MoQrCUBjF8f+9dzBtgh
a72eAYLJIGMQ4tvMRE fQuw+wGA2mxarxTeYgi9gEwyDNaOfYTrM5u+kwd /
DcQAwi4PO+Q5gK2AsUVIW+UEdBQUFBQUFBQUFBAWIIQhMRL30ABpKppLaLlmEIm2cXMR6897c++cEM3WBPUBwW2eVrzfR/
Gtd6Cs4SFH11/
DFn180DTLbOcgPwWFacpNVpstvAG3bSYVFhBAGAAAACVORVhOZGF0ZTpj cmVhdGUAMI AyMCOwMS0wM1QyMzoyNToxMysw
MDowMEN9AYywWAAAA1JEVYdGRhdGU6bWIkaWZ5ADIwM]AtMDEtMDJUMIM6MI U6MTMrMDAG6MDAY I LUQAAAAAELIFTkSuQmCC"
}, {"sameFileB.png":"iVBORwWOKGgOAAAANSUhEUgAAAAGAAACICAQAAADIUnarAAAABGABTUEAALGPC/
XhBQAAACBJSFINAAB6JgAAGIQAAPOAAACAGAAAATAAAOPGARAAGMAAAF3CCculESAAAAAMILROQA/
4ePzL8AAAAJCERZCcWAACXMAAASTAQCanBgAAAAHAEINRQfkAQIXGQO0gqsHIfARAACOLIEQVRIX+3MoQrCUBJF8f+9dzBtgh
a72eAYLJIgMQ4tvMREfQuw+wGA2mxarxTeYgi 9gEwyDNaOfYTrM5u+kwd /
DcQAwi4PO+Q5gK2AsUVW+UEABQUFBQUFBQUFB4WOIQhMRL30ABpKppLaLmEIm2cXMR6897c++cEM3WBPUBwW2eVrzfR/
Gtd6Cs4SFH11/
DFnl180oDTLbOcgPwiWFacpNVpstvAG3bSYVEhBAGAAAACVORVhOZGF0ZTp]jcmVhdGUAM)AYMCOWMSOwM1QyMzoyNToxMysw
MDowMEN9AYywAAAA1dEVYdGRhdGU6bWIkaWZ5ADIWM)AtMDEtMDJUMIM6MIU6MTMrMDAG6MDAY I LuQAAAAAEIFTkSuQmCC"
]

}

The input file can be a PDF/A-3, or a XML. Please note a PDF/A-3 may have both pdf and
xml attachments at the same time (embedded within the xml which is embedded in the
PDF).

combine

Combines a JSON encoded invoice object (as described for ,,parse, pg 9) and a PDF/A
document to a Factur-X/ZUGFeRD PDF/A-3 document. Requires a input PDF/A-1 or A-3
file, a format (ZUGFeRD = zf, Factur-X = fx or Order-X = 0x), a version (usually 2 for
ZUGFeRD and 1 for Factur-X) and a profile
("MINIMUM","BASICWL","BASIC","EN16931","EXTENDED" or "XRECHNUNG" for
Factur-X, for ZUGFeRD 1 "BASIC","COMFORT" or "EXTENDED").
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If returnJSON (optional) is true (default false) the return value will be a JSON whose key
,pdf* is base64 encoded. If ignorePDFAErrors (optional) is true (default false) the PDFbox
pre-validation will raise no exceptions if the input PDF/A file is invalid.

The attribute grandTotal will be calculated by multiplying item quantities with their prices,
adding the lines, adding charges and removing allowances, and adding the calculated VAT
amounts.

Sample for writing, e.g. Invoice2XML:

{
"number": "471102",
"currency": "EUR",
"issueDate": "2018-03-04T23:00:00.0004+00:00",
"dueDate": "2018-03-04T23:00:00.000+00:00",

"deliveryDate": "2018-03-04T23:00:00.000+00:00",
"sender": {

"name": "Lieferant GmbH",

"zip": "80333",

"street": "Lieferantenstrale 20",

"location": "Minchen",

"country": "DE",

"taxID": "201/113/40209",
"vatID": "DE123456789",

"globalID": "4000001123452",
"globalIDScheme": "0088"

}I

"recipient": {
"name": "Kunden AG Mitte",
"zip": "69876",
"street": "KundenstraBe 15",
"location": "Frankfurt",
"country": "DE"

}I

"zfitems": [

{

"price": 9.9,

"quantity": 20,

"product": {
"unit": "H87",
"name": "Trennblatter A4",
"description": "",
"vatpercent": 19,
"taxCategoryCode": "3"

"price": 5.5,
"quantity": 50,
"product": {

"unit": "H87",

"name": "Joghurt Banane",
"description": "",
"vatpercent": 7,
"taxCategoryCode": "S"
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taxID: "201/113/40209"
vatID: "DE123456789"
globallD: "4000001123452"
globalIDScheme: "@088"

number: "471162"

::::::: y: "EUR"

issueDate: "2018-03-04T23:00:00.000+00:00"
dueDate: "2018-03-04T23:00:00.000+00:00"
deliveryDate: "2018-03-04T23:00:00.000+00:00"

zip: "69876"
street: "KundenstraRe 15"

location: "Frankfurt”

country: "DE"

n r
price: 9.9
e g product (1) =& ipti
zfitems = quantity: 20
vatpes

& Py
price: 5.5
unit: "Hg7"
name: "Joghurt Banane"
description: ""

vatpercent: 7

taxCategoryCode: "S"

Schaubild 2: Sample JSON structure to write invoices

combineXML
Combines CII XML and a PDF/A document to a Factur-X/ZUGFeRD PDF/A-3 document.
Requires a input PDF/A-1 or A-3 file, a format (ZUGFeRD = zf, Factur-X = fx or Order-X =
ox), a version (usually 2 for ZUGFeRD and 1 for Factur-X) and a profile
("MINIMUM","BASICWL","BASIC","EN16931","EXTENDED" or "XRECHNUNG" for
Factur-X, for ZUGFeRD 1 "BASIC","COMFORT" or "EXTENDED").

If returnJSON (optional) is true (default false) the return value will be a JSON whose key
,pdf* is base64 encoded. If ignorePDFAErrors (optional) is true (default false) the PDFbox
pre-validation will raise no exceptions if the input PDF/A file is invalid.

cii2ubl
transforms XML from the UN/CEFACT Cross Industry Invoice (CII) XML format, the basis

of factur-x/ZUGFeRD and the CII version of the XRechnung, to the Universal Business
Language format, UBL. Requires a CII string.

xmltohtml

converts a UBL or CII XML file (parameter file) into a human readable HTML in the
language specfied in language, which can be EN, DE or FR. The resulting file will require
the additional files in the same directory:

o xrechnung-viewer.css and

o xrechnung-viewer.js
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https://www.mustangproject.org/files/xrechnung-viewer.js
https://www.mustangproject.org/files/xrechnung-viewer.css

xmltopdf

converts a UBL or CII XML file (parameter file) into a human readable PDF/A-3 in german
language. The PDF will not have file attachments, i.e. you still have to combineXML if you
want to get a Factur-X/ZUGFeRD file from a XML.

Example PHP Client

This example operates in a PHP context but https://editor.swagger.io/ also allows

C#, Dart, HTML, Go, Java, Javascript, Kotlin, Python, R, Ruby, Scala, Swift and Typescript.

Mustangserver Hello World

Preparations

Screenshot 1:

| e -
S I dand . . i _
T Ay i b D
—

#1. Log in on https://api.usegroup.de/devportal/ , select the latest Mustangserver API and download
the OpenAPI (=Swagger) definition of the API (->1.)

#2. Open the file in a text editor, select all and copy

#3. Go to editor.swagger.io, paste the definition and confirm conversion to yaml. Select Generate
Client|PHP (3.). The API is public so usually there is no need to create code in a private matter.
However, it is possible: Swagger editor is open source under the APL license
(https://github.com/swagger-api/swagger-editor) and e.g. a Docker Image can bei obtained from
https://registry.hub.docker.com/r/sebp/swagger-editor , i.e. using

sudo docker run --rm -p 8080:8080 sebp/swagger-editor
to run locally via port 8080.

Screenshot 2:
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LI B psednorsmag qer ko

Inmmrt » Cansraln Sarvar » Gurwrsts Dhant ¢

cuhans

dari

dynamic-himl

Javanriprd

#4. Extract the downloaded file, edit composer.json.

cxhmrp-dolnet?

mars el chanl

htlinre lsnt

npEnEE

apenapeyaml

w1

Iypeecripl-wegulss

typercript-meios

typazcrpi-feich

faustang/validate

fmustang/phive

fmustangspares

frmustang/invoiced AL

fmuztang/extract

fmuztangconbinadiL

fmuatang/conbine

#5. change the name of the project in the composer.json file to lowercaps/lowercaps (5.)

Screenshot 3:
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Swaggerllient-php
Project =
£ 7 Swagger(Rent-php
L] doci
ik
et
wendaor

i} composenjson

= php_cs
o -E Ty
) SomMpaser pan
oy composer lock
git_push.sh
m i phip
aw, @hpunitomldist
= REAOME rd
b Extérmal Lisranes

@ Jcratches snd Conscles

Terrmral:  Local + W

&
Lt

us READMEmd

b

*name " ;

e mdenphp

4 COMEOSErjsan

'EES:""_F- 1
"heywords®: [

1

‘homopage "

“sEagger”®,

"nhp”
“sdk”,

"api®

“http:/ /s agger ig™,

"Llcense": "propriletary”,

"authors": [

1

{

‘require”: {

"php": "2=5.5",
"ext-cupL®: "w",
"axt-jsom™: ",

"ext-mbstrimg”;: "z

“guzzlehttpfguzzle®: “*a.2°

i

"require-deve: {

“phpunit/phpunit=: “*4.8"
"Siu

PS CahUsershjstaerk\projekte) honepages’ Swaggertlient -php> composer install

F i

#6. If you want to use PHP8+ upgrade the version number of php-cs-fixer to A2.0. Then run
"composer install" in that directory.
#7. Copy the example from the "Getting started" section of the readme.md to a new file, called

index.php

Allowing Client Credentials

Screenshot 4:
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&~ , in) 5  hitps//apiusegroup.de:3443/devportal/applications/d06a3fld- 2997 -4a4f-%a70-8%ac2cech12/productior

DEVELDPER PORTAL

C, API MANAGER

[Q) Overview

95 Production Keys
[E) OAuth2 Tokens
O~ APIKey

% Sandbox Keys

[E] Oauth? Tokens

Ow APl Key

N\ Subscriptions GEMNERATE ACCESS TOKEN 0{0 GEMERATE ACCESS TOKEN

Key Configurations

Token Endpoint hips:/ocalhosc 344 oauth2ioken (|
Revoke Endpoint metps/focalhost 944 3/cauth direvoke |I
. .. O Refresh Token [ saML2 B Password Client Credentials
Grant Types
il r 3 Tl f 2 4 [allsTgul- " 3 BT [ ge T . Bazad

#8. Click on Applications (8.), Default Application,
#9. Production Keys/OAuth2 Token (9.).

#10. As preparation for authetication: Check Client Credentials and click the Update button on the
bottom of the page.

Get access token
#11. For this part we will use a token which will expire shortly. Click Generate Access Token (11.),

Generate and copy the resulting token. Paste it in

Screenshot 5:
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s READMAE. md me indephp ) COTMPDEAT. 50N
< ?php
require_once(__DIR__ . ' /vendorfautoload.php');

$config = Swagger\Client\Configuration::getDefoviltConfiguration()->setAccessToken( scce

sapilnstance = nem Swagger\Client\ApiHustangControllerApi( @

new Guzzledttp\Client(),
$config
)

try {

§result = Sa:ilutance

print_r($result); ping () string
pingAsync GuzzleHtt omise'\Promiselnterface
pinghsyncWithHttpInfo GuzzleHttp\Promise\Promiselnterfa. .
pingWithHttpInfo )
parseWithHttpInfae ([l i ing
phiveWithHttpInfo (vesi tri [i t_file:
parseAsyncWRithHttpInfo Guzilelittp)\Promise\Promiselntert.
phiveAsyncWithHttpInfe Cuzzledttp'\Pronise)\Promiselnterf.
ciiZ2ublAsyncWithittpInfo GuzrleHttp'\Promise)\Promiselnt
EllZubLWithHttpInfo tring)
combinsAsyncWithHttpInfo | LeHTTpY P

b el bR F el

} catch (Exception $e) {
echo "Exceptlon when

=

R K R R X B R B R B }

#12. index.php (12.), in the same file

#13. change ErrorController to Mustangcontroller (13.) and

#14. handle() to ping() (14.). Please note that usual PHP editors will give you code completion.
Now you can open resulting index.php via your server and PHP processort in your browser, it
should now look like Screenshot 6:

< O M@ () 127.0.0.1/swaggerclient-php/

pong

OAuth2 Authentication

Back to Screenshot 4:

In index.php paste the following code
$client = new GuzzleHttp\Client();

Page 18 of 35




$res = $client->request('POST", 'https://gw.usegroup.de:9443/oauth2/token’, [
'auth’ => ['<15.>', '<16.>'],
'form_params' => [
'grant_type' => 'client_credentials',
]
D;

$json = json_decode($res->getBody(), true);
Screenshot 7:

<?php

require_once(_ _DIR__ . '/vendor/asutoload.php'):

$client = new Guzzlehttp\Client();
Sres = Sclie 'POST

sreguest ([ method

o.de- 9443 oavth2ftoken®, [

client secrey

form_params' =»
‘grant_type® == ‘client_credentials’,
]
13;

$json = json_decode($res->getBody(), ssccetme= truel;

$config = Swagger\Client\Configuration::getDefoultConfiguration()->setAccessTokerfSison] "access_token"]

$apiInstance = new Swagger\Client\Api\MustangControllerApd(

new GuzzleHttp\Client(),
$config
);

try {
Sresult =
print_pr

#15. copy Consumer Key (15., from screen 4) to the beginning of index.php (16.),
#17. reveal and copy Consumer Secret (18.).
#19 replace the static access token which will become invalid by $json["access_token"]

#20 Create or download a invoice to be validated, e.g.

https://www.mustangproject.org/files/MustangGnuaccountingBeispielRE-20201121 508.pd

save it as factur-x.pdf

#21 Change the method to validateFile and

#22 html escape the validation result, so that the result in the browser looks like screenshot 8:
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https://www.mustangproject.org/files/MustangGnuaccountingBeispielRE-20201121_508.pdf
https://gw.usegroup.de:9443/oauth2/token

< O (n) () 127.0.0.1/swaggerclient-php/

=Txml version="1.0" encoding="UTF-8"7> <validation filename="tovalidate143060173370357351%6mustang:
<releaseDetails id="validation-model” version="1.16.1" buildDate="2020-05-12T00:46:00+02:00"/= </'buildIn
validation profile” statement="PDF file 1s compliant with Validation Profile requirements.” 1sCompliant="trus"
finish="1665170599476"=00:00:04 691=/duration> </job> </jobs> <batchSummary totalJobs="1" failedToPar
<repairReports failedTobs="0">0</repairReports> <duration start="1663170387341" finish="1663170599331"
=/pdf= =xml> <info= <version=2</version> <profile>urn:cen eu:enl6931:201 7Zconformant=urn factur-x eu:1;
status="valid"/> <'xml> <summary status="valid" /> <validation>

That's it. Instead of displaying the XML you can now parse it :-)

Feel free to also try the async functions.

Screenshot 1:

#1. Log in on https://api.usegroup.de/devportal/ , select the latest Mustangserver API and download
the OpenAPI (=Swagger) definition of the API (->1.)

#2. Open the file in a text editor, select all and copy

#3. Go to editor.swagger.io, paste the definition and confirm conversion to yaml. Select Generate
Client|PHP (3.)

Screenshot 2:
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LI B psednorsmag qer ko

Inmmrt » Cansraln Sarvar » Gurwrsts Dhant ¢

cuhans

dari

dynamic-himl

Javanriprd

#4. Extract the downloaded file, edit composer.json.

cxhmrp-dolnet?

mars el chanl

htlinre lsnt

npEnEE

apenapeyaml

w1

Iypeecripl-wegulss

typercript-meios

typazcrpi-feich

faustang/validate

fmustang/phive

fmustangspares

frmustang/invoiced AL

fmuztang/extract

fmuztangconbinadiL

fmuatang/conbine

#5. change the name of the project in the composer.json file to lowercaps/lowercaps (5.)

Screenshot 3:

Page 21 of 35



Swagger(lient-php () composenjson

Project = B E - @ — A READMEmd s ndephp 4} COMpOserjson
= SwaggerChent -phyp i ekt e o A F
L] doci [
ik ; TR
“name " @ “apifnustang”,
et
"descripll H
¥ wendor o K
= .php.cs Heywords®: [
o Ly “smagger”,
s SEMpaLer fan "php",
oy composer lock "sdK"
git_pushish “api®
i N phip 1,
»
aw, @hpunitomldist ‘homepage®: “http://ssagger.ic®,
iy FERTIVE md "License”: "proprletary”,
* 1l External Liwaries " .
"authors”: [
@ Jcratches snd Conscles |
‘nane®: "Swagger and contrlbutors®,

"honepage”: “https:/Sqithub.con/swagqer-api/snaqger-codeqen”

]I
require”; {
Fa "php": "2=5.5",
next-curl®: "a",
"ext-jsom™: "#",
"ext-mbstring”: "7,
"guzzlehttpfguzzle®: "4.2°
i
‘require-deve: |
“phpunit/phpunit®; “*&.8%,
"gguizlabs /php_codesnifferT: "=

“friendsofphp/php-cs-fixer™

b

nare
Terrmral:  Local + W

PS CahUsershjstaerk\projekte) honepages’ Swaggertlient -php> composer install

F i

#6. If you want to use PHP8+ upgrade the version number of php-cs-fixer to A2.0. Then run
"composer install" in that directory.

#7. Copy the example from the "Getting started" section of the readme.md to a new file, called
index.php

Screenshot 4:
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&~ , in) 5  hitps//apiusegroup.de:3443/devportal/applications/d06a3fld- 2997 -4a4f-%a70-8%ac2cech12/productior

DEVELDPER PORTAL

C, API MANAGER

[Q) Overview

95 Production Keys
[E) OAuth2 Tokens
O~ APIKey

% Sandbox Keys

[E] Oauth? Tokens

Ow APl Key

N\ Subscriptions GEMNERATE ACCESS TOKEN 0{0 GEMERATE ACCESS TOKEN

Key Configurations

Token Endpoint hips:/ocalhosc 344 oauth2ioken (|
Revoke Endpoint metps/focalhost 944 3/cauth direvoke |I
. .. O Refresh Token [ saML2 B Password Client Credentials
Grant Types
il r 3 Tl f 2 4 [allsTgul- " 3 BT [ ge T . Bazad

#8. Click on Applications (8.), Default Application,
#9. Production Keys/OAuth2 Token (9.).

#10. As preparation for Part B: Check Client Credentials and click the Update button on the bottom
of the page.

#11. For this part we will use a token which will expire shortly. Click Generate Access Token (11.),
Generate and copy the resulting token. Paste it in

Screenshot 5:
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s READMAE. md me indephp ) COTMPDEAT. 50N
< ?php

require_once(__DIR . "fvendorfavtoload.php'};
$config = Swagger\Client\Configuration::getDefoviltConfiguration()->setAccessToken( scce

sapilnstance = nem Swagger\Client\ApiHustangControllerApi( @

new Guzzledttp\Client(),
$config

)i

try {

§result = Sa:ﬂ-‘%tance

print_r($result); ping ()
} catch (Exception $e) { pingAsync uzzleht omise\Froniselnt

echo 'Exception mhen pingAsyncWNithHttpInfo GuzrleHttp\PromiselPr elnterfa. L -
pingWithHttpInfo
parseWithHttpInfae (] i i
phiveWithHttpInfo (vesi tri 1 t_file:
parseAsyncWithHttpInfo GUZZleHTIp\Pronise\PromiseInterf.
phiveAsyncWithHttpInfe CuzzleHttp'\Propise)\Promiselnterf
ciiZublAsyncWithHttpInfo GuzrleHttp'\Promise
c11ZublWithHTTpInfo 1
combinsAsyncWithHttpInfo | HTTpY P

RS  LrnTTee

R K R R X B R B R B }

#12. index.php (12.), in the same file

#13. change ErrorController to Mustangcontroller (13.) and

#14. handle() to ping() (14.). Please note that usual PHP editors will give you code completion.
Now you can open resulting index.php via your server and PHP processort in your browser, it
should now look like Screenshot 6:

< O M@ () 127.0.0.1/swaggerclient-php/

pong

Validation of electronic invoices

Concerning Screenshot 4:
In index.php paste the following code

$client = new GuzzleHttp\Client();
$res = $client->request('POST", 'https://gw.usegroup.de:9443/oauth2/token’, [
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https://gw.usegroup.de:9443/oauth2/token

'auth' => ['<15.>', '<16.>"],
'form_params' => [
'grant_type' => 'client_credentials',
]
D;

$json = json_decode($res->getBody(), true);
Screenshot 7:
<?php

require_once(__DIR__ . '/vendor/autoload.php');

$client = new GuzzleHttp\Client();
$res = Scliegt->request( method *POST https://ogw. usegroup . de-9443 oauth2ftoken", [
fVADLWYvTablAZKHFOXZQ5ASaEa), fEclient secretp]

f-.r"|_|.-=_l"u|':: =2

'grant_type" =» ‘client_credentials’,

1
13;

$json = json_decode($res->getBody(), sssccatve true);

$config = Swagger\Client\Configuration::getDefoultConfiguration()->setAccessTokerfSison] "access_token"] 19,

$apiInstance = new Swagger\Client\Api\MustangControllerApi(

new GuzzleHttp\Client(),
$config
);

try {
Sresult =
print_nm

#15. copy Consumer Key (15., from screen 4) to the beginning of index.php (16.),
#17. reveal and copy Consumer Secret (18.).
#19 replace the static access token which will become invalid by $json["access_token"]

#20 Create or download a invoice to be validated, e.g.
https://www.mustangproject.org/files/MustangGnuaccountingBeispielRE-20201121 508.pdf and
save it as factur-x.pdf

#21 Change the method to validateFile and

#22 html escape the validation result, so that the result in the browser looks like screenshot 8:
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< C M@ (D 127.0.0.1/swaggerclient-php/

=Txml version="1.0" encoding="UTF-8"7> <validation filename="tovalidate143060173370357351%6mustang:
<releaseDetails id="validation-model” version="1.16.1" buildDate="2020-05-12T00:46:00+02:00"/= </'buildIn
validation profile” statement="PDF file 1s compliant with Validation Profile requirements.” 1sCompliant="trus"
finish="1665170599476"=00:00:04 691=/duration> </job> </jobs> <batchSummary totalJobs="1" failedToPar
<repairReports failedTobs="0">0</repairReports> <duration start="1663170387341" finish="1663170599331"
=/pdf= =xml> <info= <version=2</version> <profile>urn:cen eu:enl6931:201 7Zconformant=urn factur-x eu:1;
status="valid"/> <'xml> <summary status="valid" /> <validation>

That's it. Instead of displaying the XML you can now parse it.

Feel free to also try the async functions.

Example C# client
With node.js installed use

npm install @openapitools/openapi-generator-cli -g

then

openapi-generator-cli generate -i "swagger.json" -g csharp -o "csharpproject"

This will create a Library which uses RestSharp to access Mustang. Then use Microsoft Visual
Studio Community or higher (not Visual Studio Code) to open Org.OpenAPITools.sln .

Get yourself an Api Key(see page 4)
Uncomment e.g. the ping test in src\Org.OpenAPITools.Test\Api\MustangControllerApiTests.cs

And change the constructor to
public MustangControllerApiTests ()
{
Configuration ¢ = new Configuration();
c.DefaultHeader.Add ("apikey", "<your api key>");

instance = new MustangControllerApi (c);

Alternatively, to use oauth,
see ,,Allowing Client Credentials“ on page 16

use
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public MustangControllerApiTests ()

{
Configuration ¢ = new Configuration();

c.0OAuthFlow = OAuthFlow.APPLICATION;

c.OAuthTokenUrl = "https://api.usegroup.de:9443/cauth2/token";
c.OAuthClientId = "<your client id>";

c.OAuthClientSecret = "<your client secret>";

instance = new MustangControllerApi (c);

If you want to use an API Key. With CTRL+E, T you can see the test explorer and with CTRL+R, A
you can run all tests (of which only pingTest will be enabled).

Converting PDF

Converting from PDF to PDF/A, fixing faulty PDF/A and removing file attachments (like Factur-X)
are all done with the same Endpoint .../mustang-doc/v1.0.0/mustang/pdf. Please note that
Mustangserver-docs is a separate API which needs to be separately be subscribed to.

Interactive testing using Postman/Bruno

Bruno is an open source alternative to Postman, graphical user interfaces to create/execute requests
on REST APIs.

This example is based on Postman, you will need enabled client credentials as described on page 16
in Allowing Client Credentials.

Use Import|File|Upload Files to upload you Openapi.yaml file into a Mustangserver collection.

Add a request to https://gw.usegroup.de:9443/oauth2/token?grant_type=client_credentials and call
it Token Request. Postman will auto-detect the Parameter in the URL. Change the type to POST.

In Headers, add a new field Content-Type with application/json as its value.

The tab Authorization should be Basic auth with your client id and secret as username and
password. Once you click Send, an according access token should be submitted:
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https://www.postman.com/
https://www.usebruno.com/

POST v usegroup.de:9443/oauth g |
Params ®  Authorizatione  Headers (10) Body e  Pre-request Script  Tests  Settings
Type Basic Auth -

The authorization header will be automatically generated when

you send the request. Learn more about authorization » Username

Password

Body Cookies

Headers (1 Test Results

Pretty  Raw  Preview  Visualize  JSON

(1) Heads up! These parameters hold sensitive data. To keep this data secure while working in a

Cookies

HiGsHBzJp5WopTSaaAgRITUIPHIz

["] show Password

W, we recommend using variables. variables 7 %

Status: 200 OK Time: 436 ms  Size: 1.32 KB

Save Response

a
|

INVeZsiKciLCIrakiQi0ilobU14T1d0BESqazHPV1ETHT IReUTEWT BORGHS TXprHUSURTVOVE 14 TUARNV pHRXENbUS s Thd azk SEUTFlle kawh1R JNFpaVTFZM11STKRRM1TE

€y1zdWI1011nZ61pbi s InF1dCI6TkFQUEXIQBFUSUSOT 1wi YXVkI S0 SG1HC@hCekonhVaveFRTYHFBZ1]sVFVSUEN YS IS In512 L T6MTY3MzkaM ] E4NSwi YXpwI J0i SG1HC@hCekpuhVay FRTYWFBZ1sVFVSUERTYSTs InN b38115 0d 2GWmYXVsdCIsImlzcy T6Imhed
HBZ0LwvXCShcGkudXNLZ3DvaKAuZGUSOTQAM Lnvb 2F 106y XC98b2t 1bi 1 sTmvAcC T6HTY MZkANT cANSwiakF T joxhjc z0TgyNT glLC Iqdaki0i IOZGYWYTHLMy @2NDU2L TRANZQEOT g4Mied ZnZ 10TASNZVKNzgifQ.
E4rjnUBgYNDCPIUJk I0uX1vHVe81E2kZtR97BKKI_vtq] pSdSshindZFvzi cIxDvrAUPULY7RUNFIAS EED- uSGES ITXFTE2zbswz5 - IHF 1oy 2HIRMSVT 47K 1MeliucAyUS jWATS 2 1d 2pesDixV YR 3xEgIXN5di8_jIojpkaz_xQHacw7KVNog_-oE1dQLQgBuE tCARGQASVGAF

8OLSAETJML11TkmgaCZe 528y 1SFF2pNFol YARBUADT*CBATF43 rmUKY_juowdMCONZR:1wwDBYNXF cc 33¢FGTEK6C THEZXK -UUUPI-R6_QntTVmiDWaF se TWIUTYTCFYXBUFqiEw" ,

1 q

2 ess_token":
“ ey I ANXQi 01 JORGRDHKAZVEL VPV 1 p ki 1pHIX1OVEpTrp:
RMxOQWISUZTINI ISImFsZyT6111TMU21InG .

3 pet: “default”,

4 “token_type": “Bearer,

5 “expires_in": 3500

s

Add

var jsonData = JSON.parse(responseBody)

3

pm.collectionVariables.set("token", jsonData.access_token);

console.log(jsonData.access_token);

In the ,, Tests“ tab and View|Show Postman Console (Alt+CTRL+C) . Once you click Send again
you should be able to see the access token also in the Console:
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(] st
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Rsave v o

=l -
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ascript,

onse s > @
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Q
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o EEloK
Paramss  Authorizations  Headers(9)  Body  Pre-requestScript Testse  Settings
> PosT phive —_—
A N = 1 var jsonData = JSON.parse(responseBody); [ Test scripts are writtenin
2 pm.collectionVariables.set("token”, jsonData.access_token); 1 e run after the
> vost parse 3 console.log(jsondata.access_token); received. Learn more about
- tests scripts 7
> osT invoice2xmi
> oSt extract File Snippets
Moritors > combine X Body Cookies Headers (11) TestResults @ Stows:2000K Time: 575ms Sz 132KB
> ot cii2ubl —
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eyI20M1101IhZG1pbi 15 InF14CIETKFQUEX IQOFUSUSOL vCFRTVUF BZ1J5VFVSUERJYSTs Tn 17 T6MT THCORCekpuliVd cFRTYFBZ11VFVsUER VST TnNjb381130iZ6VmXVsdCTs Tl zcy T6TnGd
TR HBZ014vXCORCGieugXI1 73TV AXAUTGUBOTOBN Linvb 2F 186 8yXCOBB2E Lb IS TnVACCTEHTY TioxNg CIadGki0LTNL Qazveys
@ NI R 22pCSNKAEZE N~ XLb2ERSVERASHXL i YBPISZRTUXOY FIQuY JOmkU6 _yBcv1dglpl t 52T26Tt47001CpKaDNBK AN AN Try S8 QT J6ULA98aSFGZAZDTmoL QVC TLpbRg52SOL JF my CufrB8aVU2-6KQUSZenSiox
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~ My Collection s
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o5t validate File
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> oS parse
B QFinoandReplacs @ Console @3Emors Allogs v Cler @ o X
» GET https://gw. usegroup. de:8243 /mustang/v.7. 8/mustang/ping 200 45 ns
» fid; “Scecafy 0453b3a2£5", mutations: values: [
» POST https: //gn. usegroup. de:0443/0auth2/ token2gzant_type-client cxedentials 20 575 ms
yraxgios i 1ot INVeZSWXCiLC 13050147 NFpQVTFZHLLSTIRRNL 100 52yT61LITMU2ING. ey32dWI10i3hZ610D
4TsTnF1CT 6TKFQUEXIQBFUSUSOT iniVHVKT 30385 I5VFVSUERIVSIsInGizi o1 VFB211sVFVsUER 3538115 ATSInVACCIGNTY
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In the collection, click on the variables tab and add ,,token“ as a collection variable.
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Mustangserver & Watch [Mrun  [3) Save sse

Authorization 8 Pre-request Script  Tests  Variables o

hese variables are specific 1o this collectiol

and its requests. Learn more about collection variables 2

VARIABLE INITIAL VALUE © CURRENT VALUE @ ee2  PersistAll  Reset All

baseUrl https://gw.usegroup.de:8243/mustang/v0 7.0 https:/igw.usegroup.des

token

243/mustang/v0.7.0

You can now add the variable {{token}} as authorization to any request. The variable will be
available and the requests work after you click on ,,Send“ of the Token Request for the first time.

ping [C] save ~  oce

GET v {{baseUrl})/mustang/ping
Params  Authorization®  Headers (10) Body  Pre-request Script  Testse  Settings Cookies
Type Bearer Token - ) Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative environment, we recommend using variab ®
The autharization header will be automatically generated when
you send the request. Learn more about authorization 7 Token K
Body Cookies Headers (18) TestResults @ Status: 200 OK Time: 45ms Size: 704 B Save Response v

Pretty Raw Preview Visualize Text ~ = Q

1 pong

Please note that ping was answered by pong.

Where appropriate, e.g. in the validation endpoint, Postman will allow you to select files, this being
a valid factur-x:

validate Bisave v eoo
bost v D imustangetate m
Params  Authorizatione  Headers (1)  Bodye  Pre-requestScript  Tests  Settings Cookies
none @ form-data @ x-www-form-urlenceded @ raw @ binary @ GraphQl
KEY VALUE DESCRIPTION o Bulk Edit
inFile factur-x (B).pdf X
Body GCookles Headers (18) Test Results € Status: 2000k Time: 13655 Save Response v
Pretty  Raw  Preview  Vistalize  Text v Q

<duration start="1673985276233" finish="1573385273311">30:60:03.018</duration>
<iob>

</3obs>

<batchsummary totallobss"1" failedToParses
<validationReports compliant="1" nonComplian
<FeatureReports failedlobs="0">0</featureReports>

2" encrypted="0">
failedlons:

">1</validationReports>

<repairReports failedlobs="0"></repairReports>
<duration start="167398526818" finish="1673085273315">00:00:12.487¢ /duration
</batcnsummary>
</report>
<infoy -
<signaturetiustang</signature>

3e <duration unit="ms">12740</duration>
31 </info>
32 <summary status="valid"/>
3 <pof>
e oms
@3Erors Alllogs v Clear B oo
, mutations: {.
://2w. usegroup  de:9443/0auth2 /token?grant_type: 200 5

#3401 3hze:

LCIzaWQi0130bUL4T1dObESaz NPV ELWT IReUL EHTEORENSTXpZHUSURTVOV
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Performance Tests with Jmeter

Jmeter is a generic load testing tool and load generator.

If you want to perform load tests, in order not to affect our production servers, we will happily grant
you access to our mirror infrastructure, i.e. we will guarantee that the hardware, software and
settings are identical.

https://openapi-generator.tech/ supports a Jmeter export but that does not handle authentication so
here we describe how to set up some Jmeter performance test manually.

For this example, you will need enabled client credentials as described on page 16 in Allowing
Client Credentials.

Right click your Test plan, add a Thread Group with a Once Only controller. Below that, add a
HTTP request sampler, we’ll call it Token Request. This is how it is defined: Change protocol to
https, method to POST, add server name and port number, and add the path:

Port Number: | 9443

Content encoding:

Base64encode your <consumer key>:<consumer secret> as described on the applications page of
the API management:
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< GO m 1 https://api.usegroup.de:9443/devportal/applications/c2 7a5ae1-b087-4341-9¢38-a0b8b02e4 112/sandboxkeys/oauth

Get CURL to Generate Access Token

The following cURL command shows how to generate an access token using the
Password Grant type.

curl -k -X POST https:/flocalhost:9443/0auth2/token -d
"grant_type=password&username=Username&password=Password"
-H "Authorization: Basic Baseb4(consumer-key:consumer-secret)"

In a similar manner, you can generate an access token using the Client Credentials
grant type with the following cURL command.

curl -k -X POST https://localhost:9443/0auth2/token -d r‘
"grant_type=client_credentials”
-H "Authorization: Basic_Base64(consumer-key:consumer-secret)”

In Jmeter, below the Token request, add a HeaderManager with Basic Authorization as described:

Mame

Comments

And from the response, also below Token Request, extract the JSON value access token into a
Jmeter Variable access token using a JSON Extractor:
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Add a sampler View Result Tree to confirm the results and a debug sampler if you like (in the
results tree you will then be able to e.g. see the current variables when you click on the results of the
debug sampler).

Run|Start should give you green entries in the results tree.

Now we will set the ordinary authentication as header: add another Header Manager outside of the
Token request and add the variable as token, i.e. Authorization being Bearer ${access_token}

and e.g. a Response time graph.You can then set the Thread group loop count to infinite, start the
sampling and check the results tree. After a while the response time graph will look like this,
indicating the initial login took ~440ms and the usual response time to our ,,ping* is ~20ms.
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Terms of service

Test terms

To test and evaluate the service a valid email address has to be provided. Unless otherwise agreed
(info@usegroup.de) test access is restricted to one account per legal entity, i.e. usually company.
This email address will also be used to send availability, information about the roadmap,
development and status with an expected maximum volume of one per week. You can terminate
your test phase by unsubscribing from the announcements newsletter list. After the signup, access
can then happen free of charge, with a limit of 1,000 operations/month, unless access is revoked by
usegroup. You are not allowed to share personal data (e.g. real invoice recipient’s names, addresses
email addresses, bank credentials or real invoice contents). Access may be revoked because the
general test phase has ended, the test phase is over for a certain customer, or due to other terms
which do not need to be disclosed. Under this test terms we also do not guarantee the availability
nor the correctness of the service.

b

https://api.usegroup.de:9443/authenticationendpoint/privacy policy.do

Production terms

To access Mustangserver productively including a data processing agreement a Mustang Pro license
is required. Further info can be obtained at https://www.mustangproject.org/pro/
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Troubleshooting

* The ping endpoint is intentially simple and can be used to check basic functionality

* A HTTP reponse code 400 Post method not allowed on methods which do allow post may
(temporarily) indicate a throttled user or subscription
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Version history

Of this document:

0.7.0 on 2023-01-19 by Jochen.

0.8.0 on 2023-02-25 by Jochen: Added Mustangserver 0.8.0 (=Order-X)

0.8.1 on 2023-02-26 by Jochen: added C++-Client, PDF/A-param to PDF endpoint

1.0.0 on 2023-09-26 by Jochen: most recent endpoint, neccessity to subscribe, split between
mustangserver and mustangserver-docs, updated list of Ves-IDs, added change password url

1.1.0 added username field, exception handling, invoice2XML parameter standard was renamed to
format. Better Exception handling. CombineXML now also allows PDF/A-3 input.

1.2.0 on 2024-01-31 /combineXML /parse and /invoice2XML now support XRechnung 3.0.1

1.3.0 on 2024-02-29 Endpoint /combine is now available again (combine JSON and PDF to fx),
/phive has been updated, now auto-detects Ves-IDs if none specified and now also supports e.g. XR
3.0.1 (from 135 to 143 VesIDs). /xmltohtml and API keys documented. Mentioned Bruno.

1.3.1 on 2024-07-29 JSON structure documented, added Troubleshooting

1.4.0 added description of detach and xmltopdf endpoint and of C# sample client. Added section
classes.
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